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Abstract: The absence of a terrorism prevention architecture represents a major strategic-policy 
vulnerability in efforts to counter terrorism within the United States. This policy paper offers a 
framework of institutional and policy recommendations to help inform such a Terrorism Prevention 
strategy. Non-partisan in its approach, this Terrorism Prevention framework is characterized by four 
interlocking policy principles: rule of law, the individual, proportionality and public outreach. With its 
focus on constitutionality and narrowing the scope of government involvement in pre-criminal 


interventions, the Terrorism Prevention approach proposed here calls for a focused government effort 
calibrated to the nuances of the national security, legislative and strategic-policy context of the United 
States. Its recommendations include changes to the United States Code related to ‘domestic terrorism’ 
offenses, the establishment of a multitiered interventions system, the assignment of Terrorism 
Prevention responsibilities to a lead federal department, and an expansion of private sector and civil 
society opportunities and responsibilities to counter violent extremism. 


Despite the number and diversity of ideologically-motivated security threats in the United 
States, there remains no overarching prevention strategy to complement 
counterterrorism efforts. This was explicitly acknowledged in the National Strategy for 
Counterterrorism of the United States of America (October 2018) which stated that, ‘over 
the past seventeen years, we have built a robust counterterrorism architecture to stop 
attacks and eliminate terrorists, but we have not developed a prevention architecture to 
thwart terrorist radicalization and recruitment. While the United States has, under 
previous administrations, pursued countering violent extremism (CVE) objectives within 
the homeland, the strategic-policy void that has emerged represents a critical 
vulnerability that must be addressed. This policy paper offers a framework of institutional 
and policy recommendations to inform a “Terrorism Prevention” strategy in the United 
States although its offerings may contribute to broader thematic debates in the fields of 
research and practice. Terrorism Prevention represents a reset opportunity in how the 
United States prevents ideologically-motivated political violence in the homeland. This 
policy framework addresses many of the common criticisms that are, fairly or otherwise, 
directed towards CVE practice (e.g. ill-defined, all-encompassing, subjectively applied) 
and offers a path forward that reflects an ongoing evolution in the research and policy 
fields; a need to learn from the past as well as break from it. 


The Terrorism Prevention approach outlined here is founded on four interlocking policy 
principles: rule of law, the individual, proportionality and public outreach. It advocates 
for a narrower government scope in which a lead federal government agency is 
responsible for the implementation of a narrowly targeted intervention system and 
coordination of state and local government efforts to build and strengthen partnerships 
with communities, civil society groups and the private sector. The strategy emphasizes a 
proportionate and constitutionally sound approach to terrorism prevention that is 
calibrated to marginalize terrorist sympathizers and limit the range of psychosocial and 


i For the sake of scope and clarity, this policy paper uses the term “Terrorism Prevention’ because it most succinctly and 
accurately captures the focus of this framework of policy principles. “Terrorism Prevention’ as it is used in this policy 
paper is entirely non-partisan and does not reflect any association with the views of any administration or party. The 
term ‘terrorism prevention’ is not new to the field’s lexicon. For example, since 2003 the Terrorism Prevention Branch 
of the United Nations Office on Drugs and Crime has been responsible for providing legal support to Member States 
(https://www.unodc.org/unodc/en/terrorism/). Indeed, terrorism prevention’s origins in rule of law approaches to 
preventing terrorism and related offenses are reflected in how this policy paper applies the term. Moreover, terrorism 
prevention implies a narrower, more focused approach to prevention that is proactive rather than reactive. 
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strategic factors that fuel mobilization towards terrorism. Public outreach, especially via 
strategic communications, is afforded a key role in this approach not only to inform the 
public of the strategy’s intent and raise awareness about federal, state and local initiatives 
but lessen the psychological impact and polarizing political effects of terrorist propaganda 
and actions. 


The purpose of this policy paper is to offer a framework of strategic-policy 
recommendations to help inform a Terrorism Prevention strategy for the United States’ 
homeland. While there is currently no overarching preventative strategy in the United 
States, the path towards formulating such a strategy requires careful consideration of 
three factors. First, the history of preventative efforts in the United States and beyond 
means that while there is currently a strategic-policy vacuum, it is not a ‘clean slate’. Put 
simply, the architects of a Terrorism Prevention strategy will need to both learn from and 
break clear of that legacy while acknowledging how it has shaped the perceptions of not 
only practitioners but those communities most likely to be affected by its 
implementation. Second, the violent extremist threat environment in the homeland is 
diverse, volatile and fluid. Any preventative strategy will need to take this reality into 
account. Third, at the heart of any preventative strategy will be a system of pre-criminal 
interventions which are inherently contentious for democratic governments generally and 
particularly for the United States given its constitutional protections. The opening two 
sections of this policy paper- ‘Countering Violent Extremism in Context’ and ‘Terrorism 
Prevention: Definition, Context & Contrast’ — are devoted to exploring these dynamics 
and its implications for the approach to Terrorism Prevention proposed here. This policy 
paper concludes with ‘Policy Recommendations’ that detail the institutional and policy 
components of a Terrorism Prevention strategy in the United States. The National 
Strategy for Counterterrorism highlighted the need to ‘institutionalize a prevention 
architecture to thwart terrorism’ as a key priority action and this policy paper seeks to 
contribute to that effort.2 


Countering Violent Extremism in Context 


Twenty-first century CVE theory and practice emerged from a recognition that the 
traditional counterterrorism measures that typified the earliest salvos of the Global War 
on Terror required complementary preventative efforts. Initially this strategic-policy 
discourse focused primarily on the foreign fronts of the Global War on Terror.3 However, 
as the homegrown terrorism threat became the primary domestic security concern for 
many Western nations, CVE was soon seen as a requisite component of any 
comprehensive counterterrorism policy. While CVE thinking and practice has evolved 
and diversified considerably into its second decade, certain approaches have tended to be 
more dominant than others.4 For example, the PREVENT strand of the United Kingdom’s 
CONTEST strategy5 has influenced CVE approaches in many other Western democracies. 
Indeed, PREVENT’s evolution since 2005 has broadly mirrored shifting trends in the CVE 
field. Community-level initiatives and championing ‘moderate’ voices dominated its early 
iterations while more recent efforts, especially via CHANNEL, have tended to focus on 
individual interventions, the value of strategic communications and a broader spectrum 
of threats (e.g. extreme right). It is important to consider the criticisms that have been 
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levelled at the CVE field because these provide useful context for the Terrorism 
Prevention approach outlined here. 


Four fundamental problems have contributed most to CVE’s often maligned status, fairly 
or otherwise, in many scholarly and policy circles:® 


e What constitutes CVE is often ill-defined while the fields of research and policy have 
tended to be built on poor conceptual and empirical foundations.” Difficulties in 
disaggregating different types of threats and contexts have also hampered policy and 
practitioner application. 


e CVE proponents have often championed wide-ranging, multisector, community- 
focused approaches resulting in practice that can be ambiguous in its scope, prone to 
mission creep (i.e. unplanned shifts in aims and sectoral responsibilities) which 
further drains finite funds and renders efforts susceptible to accusations of subjective 
application.® 


e CVE practice has often been weakened by a lack of metrics to evaluate impact further 
compounding concerns about ambiguity, subjectivity and overreach.9 


e The politicization of the CVE agenda has further exacerbated the impact of the 
aforementioned trends. 


The American experience with domestic CVE has often mirrored many of these problems. 
While the Bush administration’s National Security Strategy (2006) identified prevention 
as an important pillar of its approach to combating terrorism,° the United States did not 
develop a domestic CVE strategy" until August 2011 with Empowering Local Partners to 
Prevent Violent Extremism in the United States.12 Adopting a community-based 
approach, the strategy focused on three key areas: 


Gi.) ‘enhancing Federal engagement with and support to local communities that 
may be targeted by violent extremists’ ,13 

ii.) ‘building Government and law enforcement expertise for preventing violent 
extremism’, and; 

(iii.) ‘countering violent extremist propaganda while promoting our ideals.’15 


In December 2011 a strategic implementation plan was released which outlined the goals 
of the strategy’s components and the responsibilities of government agencies, especially 
its four federal leads: Department of Homeland Security (DHS), Department of Justice 
(DOJ), the Federal Bureau of Investigation (FBI) and the National Counterterrorism 
Center (NCTC).1¢ As part of this effort, a range of pilot CVE programs were rolled-out in 
three cities with Los Angeles adopting a community-engagement model, Minneapolis a 
more holistically-focused societal approach and Boston implementing an individual 
interventions method.” With an updated implementation plan released in October 2016, 
the fundamentals of the 2011 CVE strategy remained largely unchanged.1® With the 
release of DHS’s similarly community-centric CVE strategy, followed months later by a 
call for CVE grant proposals from community groups, it seemed momentum may have 
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been building behind domestic CVE in the United States.19 Yet the criticisms of the United 
States’ CVE strategy were broadly similar to those that dogged CVE practice in other 
democracies. Experts highlighted inadequate funding and the disjointed nature of its 
initiatives due largely to the absence of both a comprehensive overarching program and 
a single lead agency responsible for coordination, advocacy and oversight.2° Civil liberty 
advocates and some members of America’s Muslim communities accused the strategy of 
being disproportionate and subjective in its application, based on weak evidence, 
corrosive to constitutional protections, marginalizing and fueling disengagement from 
sectors coopted under CVE’s umbrella.2: While the fairness of these criticisms may be 
debated, that they broadly mirror concerns in other democracies potentially pointed to a 
worrying pattern. 


CVE was largely abandoned, at least as a term, by the Trump administration in 2017. And 
yet, halfway through the administration’s first term and despite the release of its National 
Security Strategy,22 there remains little substantial strategic-policy implementation to 
fill the void. Overall, the assessment from experts and the response from communities 
has been that preventative efforts in the United States have significantly deteriorated in 
recent years.23 What is positive, however, is that the October 2018 National Strategy for 
Counterterrorism highlighted the need to ‘institutionalize a prevention architecture to 
thwart terrorism’ as a key priority action.24 Amidst years of stinging criticism by experts, 
legal scholars and local communities alike with problems that were as much about optics 
as substance, regardless of administration, it is clear that a policy reset on preventing 
ideologically-motivated violence in the homeland is required. 


For a variety of reasons, CVE is often perceived in strategic-policy circles, as well as many 
of the communities in which it has been implemented, as problematic and unable to free 
itself from the optical and substantive issues that have come to be associated with it. While 
such perceptions are not always fair, it is an important contextual factor to consider in the 
development of strategic-policy recommendations. As John Horgan, one of the field’s 
preeminent scholars on terrorist psychology and its implications for counterstrategies, 
asserts: 


Countering Violent Extremism (CVE), for many, is more about preventing violent extremism from 
taking root in the first place. Because of this, those who espouse CVE quickly find themselves in a 
no-win situation. It is not unlike being shipwrecked with a tiny rowboat for survival. You may have 
the company of others but will face no end of disagreement about what to do. Once you realize that 
staying put is not a feasible option, it can be impossible to know in which direction you should row, 
and you might never know if you have succeeded. Worse, if rescued, it may not be because of 
anything that you actually did.25 


Horgan goes onto state, ‘that we do not know precisely what we are preventing, let alone 
knowing how or whether we might have prevented it, does not make for a bright future. 
We cannot hide behind complexity.’2° The United States is not the only country that is 
grappling with how and what to keep of the valuable lessons and practical tools from years 
of CVE thinking and practice. Indeed, it would be wrong to completely abandon all that 
falls under the ‘CVE’ umbrella. As Selim and Gartenstein-Ross argue, ‘CVE isn’t really a 
“paradigm” for approaching the problem of militancy, but rather a toolkit.’27 Whatever it 
is called, priority needs to be given to identifying the mix of policy principles that can 
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maximize the efficiency and effectiveness of preventative efforts. As Glazzard and Rosand 
assert, ‘whatever one thinks of how it is practiced, a preventative approach to violent 
extremism is justifiable on ethical, financial, and practical grounds — and if prevention is 
possible, then we should continue to find more and better ways to achieve it.’28 Years of 
CVE theory and practice should not be abandoned only to ‘reinvent the wheel’ when many 
of the strategic-policy components are already tried and tested. The question is how best 
to calibrate them into a cohesive institutional and policy architecture. That is ultimately 
the purpose of what follows: to critically consider how democracies engage in preventative 
activities targeting ideologically-motivated violent threats and to outline a set of 
Terrorism Prevention recommendations specific to the United States. 


Terrorism Prevention: Definition & Context 


In the proposed framework, Terrorism Prevention refers to a spectrum of government- 
led activities, central of which is a multitiered system of interventions, enacted to prevent 
individuals from breaking United States’ terrorism, hate crime and related laws, i.e. 
engaging in or supporting ideologically-motivated violence. Government-led preventative 
interventions thus occur under the conditions of reasonable suspicion: that an individual 
may commit terrorism (18 U.S.C. §82331-2339),29 hate crime and criminal civil rights 
offenses (18 U.S. Code § 2241-49)3° as defined in the United States Code.‘ In the United 
States, individuals who engage in or support ideologically-motivated violence may be 
charged with more generic offenses (e.g. murder, assault) and this broad definition of 
Terrorism Prevention is designed to encapsulate related federal and state offenses. For 
instance, the criminal activity of domestic terrorism is not limited to ‘hate crimes’ (18 U.S. 
Code § 2249) but often may be addressed using a range of criminal civil rights offenses 
spanning 18 U.S. Code § 2241-49 as well as other federal and sometimes state charges. 
This approach is designed to provide appropriate legislative scope for a comprehensive 
approach to interventions spanning the full spectrum of threats. 


In summary, government-led interventions occur under the conditions in which an 
individual is assessed to be at-risk of committing terrorism related offences and 
involvement in an intervention program offers an alternative to being charged. Some 
legislative changes are necessary to strengthen domestic counterterrorism and Terrorism 
Prevention efforts. Reasonably and consistently distinguishing between those treated as 
Terrorism Prevention targets and those ‘elevated’ to criminal subjects, especially given 
the standard of ‘reasonable suspicion’, will depend upon the nuances of each given case 
and, over time, the body of precedence that builds to inform such decisions. Overall, the 
narrower focus of federal authorities in a Terrorism Prevention approach creates more 
space for non-government initiatives (i.e. community, civil society and private sector) and 
facilitate a more sustainable and fiscally efficient long-term approach to prevention. 


It is useful to highlight the underlying assumptions that underpin this conceptualization 


of Terrorism Prevention by considering: 


ï Objectively justifiable suspicion based on facts and/or circumstances. 
ïi This is not to imply that there is a hard distinction between ‘hate crime’ and ‘domestic terrorism’ offenses given these 
are often not mutually exclusive. 
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1. Where does Terrorism Prevention attribute responsibility for the problem it is 
seeking to address and therefore who is the primary target of intervention activities 
(source of the problem)? 

2. Given the nature of the problem being addressed, what is required for the effective 
implementation of such a strategy (scope of application)? 

3. What is the justification for intervening in the lives of democratic citizens 
Gustification for intervention)? 


Terrorism Prevention places responsibility on the individual for supporting or engaging 
in ideologically-motivated violence. This is a much narrower and tangible focus than the 
comparatively more ambiguous, broad-brushed and subjective notion of ‘extremist 
ideology’. While a crucial component, the role of ideology, particularly theological and 
jurisprudential arguments, is best addressed by non-government actors (e.g. civil society) 
operating in spaces protected by the responsibilities of democratic governments. 
Assumptions about the problem have clear implications for the scope and justification for 
interventions.3! Federal government-led Terrorism Prevention interventions would target 
individuals based on rule of law, i.e. reasonable suspicion that federal and/or state 
offenses may be committed by supporting or engaging in ideologically-motivated 
violence. This more focused government approach reflects an emphasis on proportionally 
narrowing government scope and intervention activities in a manner that protects 
democratic principles and values while rigorously targeting the problem at its heart. 


Legislative Context 


Tailoring a preventative strategy to the United States requires careful consideration of the 
legislative context within which the programs will be grounded. Democratic governments 
engaging in ‘pre-crime’ interventions has significant legal, particularly civil rights, 
implications. Given constitutional and civil rights protections, especially those protected 
under the First Amendment (i.e. freedom of religion, expression, association),32 these 
challenges are particularly acute in the context of the United States. The Terrorism 
Prevention strategy proposes a constitutionally sound approach to interventions based on 
law rather than opaquely defined ideological and religious factors. Consequently, 
Terrorism Prevention focuses specifically on measures designed to prevent individuals 
from committing acts of international or domestic terrorism within the borders of the 
United States as defined in 18 U.S. Code §§2331-2339,33 hate crime and criminal civil 
rights offenses as defined in 18 U.S. Code § 2241-224934 and potentially a range of related, 
but non-specific, federal and state offenses. What emerges is a variety of legal 
mechanisms that may allow authorities to disrupt terrorist-related activities within the 
United States. A constitutionally sound approach to preventing ideologically-motivated 
violence is not just important for protecting democratic principles and freedoms but 
ensuring an effective preventative strategy while further empowering counterterrorism 
efforts. For example, changes to the United States Code designed to bolster ‘domestic 
terrorism’ laws would sharpen the tools and strengthen the legal basis for both 
counterterrorism and Terrorism Prevention efforts [see ‘Policy Recommendations’ for 
details]. 
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A multitiered interventions system 


The Terrorism Prevention approach proposed here seeks to learn from the critiques of 
CVE and offer an alternative to those problems whilst avoiding ‘reinventing the wheel’. A 
key lesson to emerge from the evolution of CVE practice has been the importance of 
individually tailored and targeted interventions as an essential preventative mechanism 
to be applied both preemptively (i.e. prior to engagement in offenses) and responsively 
(i.e. after engagement in offenses). Consequently, a multitiered interventions system has 
a central role in a Terrorism Prevention approach. Top-down interventions by federal 
authorities would need to be based on reasonable suspicion (i.e. objectively justifiable 
suspicion based on facts and/or circumstances) that an individual may engage in criminal 
activities related to terrorism and/or hate crime offenses. 


Constitutionally, participation in a federal intervention program would need to be 
voluntary. However, authorities would also have the option of directing individuals 
towards state level or non-government intervention programs or ‘kicking up’ the issue to 
a counterterrorism case based on risk and threat assessments. Regarding the latter, if an 
individual is deemed an imminent risk then counterterrorism authorities are likely best 
equipped to handle the case. On the other hand, under certain circumstances federal 
authorities may assess that an individual is best placed into intervention programs at local 
or state levels instead of a federal program. As stated earlier, the challenge of 
distinguishing Terrorism Prevention targets from criminal subjects in a manner that is 
reasonable and consistent will depend on both the nuances of each case and the 
precedence that builds over time to inform such decisions. There is neither the time nor 
scope to outline the sheer range of circumstances, potentially spanning a spectrum of 
complexity, in which an intervention may occur. However, as an example, circumstances 
in which an intervention occurs prior to sentencing while an individual is in-custody could 
take advantage of a range of factors such as (i.) the willingness of the individual to 
participate in an intervention program, (ii.) the potential for trade-offs between the 
individual and judicial system, and (iii.) the potential for that individual to then 
participate in intervention programming in the future.35 In other circumstances, non- 
government programs may identify individuals that they recommend ‘up’ to participate 
in government interventions which, after an assessment, could be facilitated if the 
individual volunteers to participate in the federal program. However, for the most part, 
interventions that do not satisfy ‘reasonable suspicion’ to engage in criminal acts would 
not be addressed by government programs and instead left to non-government initiatives. 


Overall, a multitiered interventions system is designed to ensure that individuals can 
move up or down, in or out, dependent on the availability of services, assessment of risks 
and the judgement of authorities. Moreover, non-government interventions from the civil 
society or private sectors may provide approaches that government authorities are unable 
to offer due to constitutional constraints. This reality should not be interpreted as a 
government limitation that needs to be addressed with more regulation but rather a 
necessary mechanism by which democratic governments are appropriately constrained 
and thus leaves space (and greater responsibility) for non-government actors. The 
simultaneous narrowing of government interventions and a broadening of non- 
government interventions may facilitate a quicker recognition of individuals 
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demonstrating behavioral indicators compared to a government-centric approach. This 
is especially important given narrowing ‘flash to bang’ periods in some terrorism cases. 
This approach is also designed to allow government intervention programs to focus 
primarily on the most concerning of cases. 


A diverse threat environment 


Any preventative strategy must consider the nuances of the United States’ diverse 
domestic threat environment. The picture that emerged from the National Strategy for 
Counterterrorism was of a complex environment in the homeland characterized by an 
ideologically diverse array of threats, many encouraged if not supported by foreign-based 
state and non-state actors, actively exploiting the Internet and new technologies to 
amplify the reach and impact of their words and actions.3° Three trends are particularly 
pertinent. First, terroristic violence committed by a variety of right-wing and racially- 
motivated extremists remains the most common form of ideologically-motivated violence 
in the United States.37 Second, the threat posed by homegrown jihadists, especially those 
inspired by Al-Qaeda or the Islamic State, persists as a major domestic security concern.38 
Third, the diversity of ideological-motivations driving violent extremist activism in the 
United States represents a significant challenge in itself.39 Indeed, this diversity may be 
even greater given the motivations of some lone shooters.4° Moreover, this diversity 
contributes to a volatility within the security environment as threats posed by certain 
groups and actors (e.g. extreme right) may contribute to the mobilization of other groups 
and actors (e.g. the extreme left) in a ‘counter-movement’ dynamic. Consequently, there 
is no typical demographic profile of an American violent extremist. The Program on 
Extremism’s database of Americans charged for Islamic State related offenses paints an 
ethnically and socio-economically diverse picture of mostly males who are US citizens or 
permanent residents in their twenties.41 According to FBI reporting, hate crime offenses 
are increasing with a little over 40% of offenders being white and just over a quarter 
African-American with the rest from a range of ethnic backgrounds.42 It also needs to be 
highlighted that terrorism is a category of crime that remains miniscule compared to 
other criminal and public policy concerns. Proportionality of response is important for 
not only maximizing the efficiency and effectiveness of government and non-government 
efforts but minimizing the potential for ‘blowback’. 


Reducing the appeal & impact of terrorist words and actions 


One of the great challenges associated with confronting the threat of terrorism is how to 
minimize the unintended negative repercussions of counterterrorism and preventative 
efforts. After all, there is little value in implementing policies and strategies that, even if 
inadvertently, increase the pool of those susceptible to supporting or engaging in 
terroristic violence. As William Braniff argues, 


Before crafting a strategy, articulating a policy, passing a law, conducting an operation, launching 
a community-based program, or even covering a terrorist attack on cable news, we should ask 
ourselves the following question: Will this effort help the majority community in question (for 
which the terrorist presumes to speak) further marginalize violent extremism in that community?43 
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Due to the fringe nature of the terrorist threat, strategic-policy should be calibrated to 
‘marginalize’44 (i.e. ‘sideline’) those individuals, contextual factors and narratives that fuel 
the terrorism phenomenon. Such an approach has the additional aim of seeking to limit 
the political and psychological impact of the next attack. As detailed in the ‘Policy 
Recommendations’ section, Terrorism Prevention must calibrate its strategic-policy 
components to: 


Gi.) | Empower communities and individuals to sideline those who are championing 
terrorism or related offenses via a community safety campaign. 

(ii.) | Protect and champion democratic freedoms and responsibilities to confront beliefs 
that violence is a necessary and legitimate means of exerting political influence. 

iii.) Apply a proportional, rule of law based approach to prevention, augmented by 
public outreach and strategic communications, as a means to marginalize 
narratives of government persecution and undemocratic overreach resonating 
with at-risk individuals. 

(iv.) Using public outreach, especially strategic communications, to reduce the political 
and psychological impact of terrorist propaganda and violence itself (e.g. 
responsible media reporting and post-incident messaging guidelines) to decrease 
the incentives associated with supporting terrorist violence. 


It is in these key ways that Terrorism Prevention seeks to proactively confront terrorist 
influencers as well as the psychosocial and strategic factors that contribute to the terrorist 
threat more broadly. 


Policy Recommendations 


The following recommendations offer a broad policy framework for a Terrorism 
Prevention strategy in the United States:iv 


First Principles 


e Multifaceted preventative initiatives designed to thwart individuals from supporting 
or committing ideologically-motivated violence are a necessary corollary to 
counterterrorism efforts. Violence for political ends committed within democracies 
are particularly problematic given that a central feature of democratic political and 
legal systems is the protection of non-violent expressions of dissent (e.g. via freedoms 
of speech) and non-violent pathways for political change (e.g. via elections). 


e Itis imperative that acts of political violence are afforded severe punishments as both 
a deterrent and to demonstrate the government’s commitment to protecting non- 
violent means of dissent and political change. Equally, any initiatives that involve 
democratic governments intervening in the lives of its citizens prior to a crime being 
committed must ensure freedoms and rights are protected. The dilution or temporary 
removal of such protections risks undermining the population’s faith in the ability of 


iv Subsequent policy briefs will provide ‘deep dives’ into the various components of this issue including online 
interventions, prison interventions, strategic communications and public-private partnerships. 
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democratic systems to deal with criminal and national security issues. This is why a 
Terrorism Prevention approach narrows the focus of government interventions and 
grounds it in rule of law rather than more ambiguous notions of ‘extremism’ and 
‘radicalization’. A narrower focus grounded in more tangible foundations may also 
enable a more rigorous approach to empirically gauging the efficacy and efficiency of 
Terrorism Prevention efforts. 


e Terrorism Prevention offers a strategic-policy reset opportunity for the United States. 
Recognizing that democratic governments have unique responsibilities not to engage 
in certain activities, Terrorism Prevention is based on four overarching principles: rule 
of law, the individual, proportionality, and public outreach. Overall it recommends: 


o Legislative Change: A constitutionally sound approach to preventative 
measures (i.e. interventions) based on reasonable suspicion that individuals 
may break federal and/or state laws by supporting or engaging in ideologically- 
motivated violence. This would need to be based on risk and threat assessments 
as well as judgements regarding whether or not a case would be more 
appropriately handled by counterterrorism operators. Changes to the United 
States Code would strengthen ‘domestic terrorism’ laws and expand the tools 
and protections for counterterrorism and Terrorism Prevention practitioners. 


o Interventions System: The establishment of a multitiered interventions system 
characterized by initiatives at the federal, state and local levels. 


o Community Safety Campaign: Within communities, a Terrorism Prevention 
strategy calls for the roll-out of a ‘community safety’ awareness campaign 
training ‘frontline’ professionals to identify and respond appropriately to 
individuals demonstrating ‘warning signs’ or ‘indicators’ of someone 
vulnerable to self or other-directed violence of all varieties.45 Terrorism is thus 
positioned within the context of other societal problems that may impact 
vulnerable individuals. 


o Federal Department and Agency Responsibility: At the federal level, a lead 
government agency should be responsible for the overarching implementation 


and coordination of the Terrorism Prevention strategy as a means of 
concentrating accountability and transparency. The Department of Justice has 
been identified as a potential lead agency with the Federal Bureau of 
Investigation (FBI) and Federal Bureau of Prisons (BOP) responsible for 
specific Terrorism Prevention intervention activities. 


o Public Outreach: Strategic communications are afforded a multifaceted and 
central role in a Terrorism Prevention strategy driven by three overarching 
aims. First, regular messaging is used to keep the public informed about the 
strategy’s intent for ensuring transparency and building goodwill.” Second, 


y Much of the toxicity surrounding ‘CVE’ as even a label for certain activities, especially in local communities that were 
the target of these activities, was the lack of transparency around its focus and intent which contributed to a perception 
(rightly or wrongly) that it was being conducted under false pretenses. 
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strategic communications are used to raise awareness about government, 
private and civil society efforts at federal, state and local levels as a capacity 
building mechanism. Third, targeted messaging is used to undermine the 
strategic logic and resonance of terrorist propaganda as well as reduce the 
psychosocial and strategic impact of terrorist words and actions. 


Partnerships with Civil Society & the Private Sector: The Terrorism Prevention 
approach facilitates an expanded role for civil society and the private sector. By 
limiting the scope of government to a narrower set of intervention activities, it 
opens broader space for non-government interventions that, for example, may 
target individuals at a much earlier stage in the radicalization process. Through 
a mix of ‘carrots and sticks’, governments can help to shape civil society and 
private sector efforts to counter violent extremism in ways constitutionally 
constrained for federal authorities. 


Legislative Change 


Two changes to the United States Code are recommended: 


o Amend ‘domestic terrorism’ within the United States Code to include a criminal 


statute ensuring that such offenses will be subject to precise penalties.4° This 
has several important implications. First, it broadens the range of tools 
available to federal counterterrorism and Terrorism Prevention units to 
confront ‘domestic terrorism’. Second, it secures the legal foundations for a 
robust and comprehensive Terrorism Prevention strategy for government and 
non-government entities. This would give the FBI the mandate to ensure 
nationwide consistency in the management of domestic terrorism cases. Third, 
such amendments would help to negate criticisms that Muslim communities 
are disproportionately targeted by such activities. 


Update the list of proscribed foreign terrorist organizations to encapsulate the 
full spectrum of ideologically-motivated violent groups.47 This would have the 
effect of providing federal authorities with more robust mechanisms to pursue 
domestic terrorist threats in the United States for counterterrorism and 
Terrorism Prevention purposes without the problems associated with 
establishing a list of domestic proscribed terrorist organizations.48 


Legal coverage for not-for-profit, civil society and community-based initiatives is 
currently a hindrance for more active engagement in preventative efforts. Approved 
not-for-profit Terrorism Prevention intervention providers could receive ‘Good 
Samaritan’ coverage under their respective state laws. In states where ‘Good 
Samaritan’ laws do not provide civil immunity, federal or state governments may 
choose to offer partial or full insurance support. 


Deploy a public outreach campaign to explain changes to the United States Code 
highlighting its legal, operational and strategic implications for both Terrorism 
Prevention, counterterrorism and broader national security efforts. This messaging 


[11] 


PROGRAM ON EXTREMISM POLICY PAPER 


should emphasize the importance the US government places on thwarting and 
punishing any type of ideologically-motivated violence while remaining committed to 
its constitutional responsibilities. 


Interventions System 


A lead federal government agency, such as the Justice Department, should be 
responsible for the implementation and coordination of the Terrorism Prevention 
strategy into a systematic approach. This involves the establishment of a framework 
of minimum standards pertaining to Terrorism Prevention programs, training, legal 
cover and evaluation frameworks to guide state and local level initiatives. The 
interventions system would be characterized by macro, meso and micro level 
activities. At the macro-level a single federal government agency is responsible for 
oversight of implementation and coordination. Meso-level activities relate to the 
provision of training and funding to federal, state and local practitioners. Micro-level 
initiatives focus on targeted individual interventions offline, online and in prisons. 
State or federal government authorities may directly engage in targeted interventions. 


Given the federal government’s constitutional responsibilities, this Terrorism 
Prevention approach broadens the scope for civil society and private sector 
engagement in preventative measures that are outside of the government’s areas of 
focus. Targeted interventions enacted by federal authorities may be initiated either 
top-down (e.g. counterterrorism investigations identify at-risk individuals and 
channel them to an intervention program) or bottom-up (e.g. community, private, 
civil society or local/state authorities identify at-risk individuals and channel them to 
federal programs). 


Community Safety Campaign 


Awareness is the key to prevention and targeted training will be essential at the 
community-level. Members of the community, especially professionals working in 
‘frontline’ roles in the education, religious, health and social welfare sectors, need to 
be aware of ‘warning signs’ that an individual is at-risk of engaging in self or other- 
directed violence and the options for getting them help.vi Prevention requires a 
diversity of intervention options across civil society, private sector and government. A 
generic ‘community safety’ campaign is the foundation upon which the interventions 
system is established. At the community level, preventing terrorism is merely a facet 
of building stronger communities rather than its central aim. This approach seeks to 
maximize the efficacy and efficiency of government efforts by incorporating Terrorism 
Prevention into broader multisector initiatives, especially at the community level, 
which may already exist or emerge in the wake of narrower government involvement. 
Providing more non-government options for intervention may help to reduce 
pressures and community concerns about recommending individuals for intervention. 


vi Given the frequency of non-terrorist mass violence in the United States (e.g. school shootings), such an initiative 
would have great value well-beyond the comparatively rare issue of terroristic violence. 
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The ‘community safety’ campaign has two aims. The first is to educate ‘frontline’ 
professionals about behavioral changes that may be indicative of future engagement 
in self or other harm. These ‘warning signs’ are not necessarily unique to individuals 
radicalizing towards terrorism. Indeed, indicators in the early stages of an individual’s 
trajectory towards violence tend to be more generic and subtler than indicators more 
commonly associated with someone at-risk of engaging in terrorism. For example, a 
recent FBI report highlights a suite of pre-attack behaviors and indicators that offers 
useful advice to community members.49 Providing the education and awareness to 
professionals who operate in the community and are best positioned to identify these 
shifts promises overall benefits to community safety. Second, the ‘community safety’ 
campaign must raise awareness about the variety of government, civil society and 
private sector interventions available to help at-risk individuals, only some of which 
may relate to Terrorism Prevention. In doing so, it provides options for assessing and 
channeling vulnerable individuals towards appropriate intervention programs. 


Awareness is the key to prevention and communities are necessary to broaden the ‘net’ 
for identifying vulnerable people. Given the diversity of America’s violent extremism 
problem, focusing on ethnic or ideological indicators is likely to be ineffective or 
counterproductive. Instead, a focus on behavioral indicators, which often reflect shifts 
in ideological beliefs and/or psychosocial changes, offers a more comprehensive and 
empirically-grounded approach to identifying at-risk people. The FBI’s report on the 
pre-attack behaviors of active shooters offers an example of the type of training that 
could contribute to a ‘community safety’ initiative.5° A generic ‘community safety’ 
approach should be rolled-out with a clearly articulated and enacted commitment to 
an equal dissemination of information and training balanced across all communities.5! 
Such an approach has several benefits. It broadens the net for identifying at-risk 
individuals in the community without fixating non-experts on niche behavioral and 
attitudinal indicators specific to a relatively rare type of violence (e.g. terrorism). This 
type of training should not only complement their roles as ‘frontline’ service providers 
in their communities but increase awareness of pre-existing initiatives to help at-risk 
individuals.“ Ultimately, there may be an array of reasons why an individual is 
exhibiting ‘warning signs’ and identifying people who may be at risk of self-harm, 
harming others or may be victims of harm themselves has overall benefits to the 
community. 


When the interventions system operates efficiently, civil society, not-for-profit and 
private sector interventions may channel individuals ‘up’ to federal authorities if more 
specialized support is required while government authorities may channel individuals 
‘down’ to non-government programs.” A diversity of non-government initiatives 
designed to help individuals at-risk of engaging in various forms of violence exist in 
many states and this interventions system must ‘plug in’ to these efforts. Equally, 


vii Many communities across the United States offer a range of support services for a diversity of psychosocial problems 
from suicide (e.g. National Suicide Prevention Helpline) to violent extremism prevention (e.g. Parents for Peace). 
Simply raising awareness about the existence and availability of these organizations is a cost-effective way to connect 
communities and individuals with support services. 

vii Building trust between federal authorities and communities will be essential for this to occur. The policy reset 
represented by the Terrorism Prevention approach may in itself help to mend such relationships by demonstrating that 
lessons have been learned. 


[13] 


PROGRAM ON EXTREMISM POLICY PAPER 


government Terrorism Prevention programs may assess that law enforcement officials 
would be best suited to handling an individual’s case. 


Federal Department & Agency Responsibility 


A lead federal department should be responsible for the implementation of a narrowly 
targeted intervention system and coordination of state and local government efforts 
to build partnerships with communities, civil society groups and the private sector. 
Historically, multiagency leads for countering violent extremism have tended to dilute 
authority and responsibility. Placing authority for the implementation and 
coordination of a Terrorism Prevention strategy on a single lead agency reinforces a 
more streamlined and proportional government approach and concentrates 
accountability. Establishing a framework of professional incentives to work in 
Terrorism Prevention agencies would also help to attract the ‘best and the brightest’ 
applicants and contribute to a culture of a proportional, rule of law and evidence- 
based approach. 


The Department of Justice (DOJ) may be best positioned as the lead agency for 
Terrorism Prevention federally for three key reasons. First, the DOJ as lead reinforces 
a central principle of this Terrorism Prevention strategy: that rule of law is the 
justificatory mechanism for interventions. Second, the DOJ has the appropriate 
bureaucratic and jurisdictional reach given the range of agencies and offices within its 
remit.52 Third, the two agencies best equipped to take responsibility for Terrorism 
Prevention interventions are in the DOJ: the Federal Bureau of Investigation (FBI) 
and the Federal Bureau of Prisons (BOP). Given the importance of ‘pre-radicalization 
crime’ as a risk factor towards terrorist violence, the FBI and BOP are best placed to 
act as leads.53 A potential criticism of this approach is that the pretenses of a ‘soft’, 
holistic and ‘whole of government’ approach to countering violent extremism are 
largely stripped away by concentrating federal prevention efforts in the DOJ, FBI and 
BOP. This is precisely the point of a Terrorism Prevention approach; there are no false 
pretenses about its aims, i.e. interventions are the consequence of individuals being 
identified as a risk of engaging in acts of terrorism and/or hate crimes under Federal 
and State laws. 


Different types of Terrorism Prevention interventions will be the responsibility of 
specific agencies which then engage across intervention types under the umbrella of 
the DOJ to maximize efficiencies and effectiveness: 


o Offline & Online Interventions: A specialist Terrorism Prevention unit within 
the FBI would be directly responsible for implementing interventions, 
coordinating across federal, state and local partners, and facilitating training 
and public outreach support. This specialist Terrorism Prevention unit could 
operate within similar frameworks to the FBI’s Behavioral Analysis Unit by 
providing specialist support to Federal, state, local and even foreign agencies 
upon request in addition to overarching coordination and implementation 
responsibilities. Regular messaging to inform the public of ongoing efforts and 
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DOJ oversight will be crucial to building public trust that privacy and civil 
liberties are being appropriately protected. 


o Prison Interventions: A specialist prison interventions team within the BOP 
would be directly responsible for implementing interventions for both pre- 
emptive (i.e. prisoners at-risk of supporting or engaging in ideologically- 
motivated violence inside prisons) or rehabilitative (i.e. those imprisoned on 
terrorism, hate crime or related offenses) interventions. 


Public Outreach 


Strategic communications are afforded a multifaceted and central role in Terrorism 
Prevention for transparency, capacity building and broader strategic ends. Regular 
messaging is used to keep the public informed about the strategy’s intent and 
reporting on the outcomes of Terrorism Prevention activities. Maximizing the 
transparency of Terrorism Prevention initiatives is crucial for building goodwill, 
encouraging public participation and preemptively confronting any efforts by 
‘spoilers’ to discredit these programs. Strategic communications should also be 
deployed as a cost-effective capacity building mechanism by using messages to raise 
awareness about government, private and civil society initiatives across Federal, state 
and local levels. Enhancing connections across the various components of the 
intervention system increases opportunities for institutional learning and maximizes 
overall capacity to provide intervention services. 


Given the importance of propaganda in the strategies of terrorist groups,54 the lead 
Terrorism Prevention agency at the Federal level should include ‘strategic 
communications’ specialist support that can be offered to a range of actors to minimize 
the psychological impact and undermine the strategic logic of terrorist propaganda.55 
For example, strategic communications specialists could direct and coordinate post 
terrorist incident messaging to amplify the efforts of counterterrorism authorities and 
minimize inadvertent ‘blowback’ from misguided responses.5° Additionally, strategic 
communication specialists could offer guidelines to media outlets on how to avoid 
amplifying terrorist propaganda and minimizing the ‘copycat effect’.57 Regular 
evaluations of behavioral and attitudinal trends regarding Terrorism Prevention 
efforts will be an important means by which to gauge public trust and the efficacy of 
these initiatives.58 


Partnerships with Civil Society & the Private Sector 


Under a Terrorism Prevention model, there is significant scope for expanding civil 
society and private sector engagement. Indeed, communities and civil society could 
have greater scope and therefore responsibilities under a Terrorism Prevention 
approach. Overall, effective partnerships across government, civil society and private 
sectors should seek to take advantage of the comparative strengths of each sector in 
three respects: responsibility, resources and scope. 
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o Responsibility: Constitutional restrictions necessarily constrain government 
involvement in certain activities such as those protected by the First 
Amendment. However, those same constitutional responsibilities provide 
space for civil society and private sector engagements. For example, community 
groups may choose to engage in efforts that are more pre-emptive (i.e. 
intervene earlier in the radicalization process) and thus outside of the narrow 
focus of government responsibilities under this Terrorism Prevention 
approach. In short, with governments adopting a tighter focus on Terrorism 
Prevention it creates more space for civil society (and potentially the private 
sector) to be more active and therefore accept more responsibility for 
implementing preventative strategies.59 


o Scope: Government-private sector partnerships will be essential for 
maintaining a narrower government approach. For example, there is a 
tendency for governments to fund large scale initiatives over small-scale, 
localized efforts. The private sector often has greater flexibility to engage with 
a range of grassroots civil society actors compared to government authorities. 
Government tender opportunities could stipulate that successful grantees must 
partner with local civil society efforts to maximize the grassroots reach of 
preventative initiatives. 


o Resources: A more involved civil society and private sector opens opportunities 
for greater efficiencies in government spending. For example, while direct 
government funding to support preventative initiatives must be constrained by 
constitutional responsibilities, a holistic approach to empowering the civil 
society and private sector should include alternatives to direct funding 
including tax benefits and not-for-profit status where applicable. However, 
rigorous evaluation processes are necessary to ensure that any government 
spending is contributing to approaches that are methodical and evidence- 
based. 


The Federal lead agency for Terrorism Prevention will need to play a proactive role in 
engaging across the civil society, not-for-profit and private sectors. Ultimately, it is the 
not-for-profit and civil society sectors that should be the primary focus of support as 
a typically more cost-effective, targeted and sustainable approach to non-government 
terrorism prevention efforts. Beyond being fiscally responsible, community-based 
initiatives using networks that are invested locally are more likely to produce better 
and more sustainable outcomes. Innovative approaches to enabling greater non- 
government involvement by grassroots local initiatives will be essential. For local 
groups who are already deeply invested in their communities, it is commonly a deficit 
of specialist training and concerns about appropriate legal cover that is more pressing 
than funding. The lead Federal Terrorism Prevention agency could play a central role 
in coordinating training programs for ‘grassroots’ organizations and working with the 
Department of Justice more broadly to ensure appropriate protections are established 
(e.g. ‘Good Samaritan’ laws as cover for local intervention programs). 
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e A narrower government involvement in preventative activities increases the space and 
responsibility that private sector companies must accept if their business is coopted 
by terrorists and their sympathizers. This must be based on the best available 
evidence. For example, current empirical studies suggest that the perpetrators of 
terrorist violence are rarely radicalized and recruited entirely online. It is important, 
therefore, for counterterrorism and Terrorism Prevention authorities to focus their 
finite resources and time proportionately where the problem has tended to be 
concentrated, i.e. ‘offline’ social networks.® This reality should increase the 
responsibility that falls on, for example, social media companies. With a combination 
of policy ‘carrots’ (e.g. tax concessions) and ‘sticks’ (e.g. fines and regulation), social 
media and other companies must actively demonstrate that their efforts at self- 
policing are evidence-based and substantive rather than superficial and symbolic. 
Indeed, under this Terrorism Prevention model the private sector has a prominent 
role in the overall multisector effort to protect communities and the homeland. 
Overall, governments should try to avoid over-imposing directly onto the private 
sector but rather use a balance of policy and regulatory ‘carrots and sticks’ to shape 
how markets engage with responsible and irresponsible companies. 


Conclusion 


The purpose of this policy paper was to outline a broad policy and institutional 
architecture for a Terrorism Prevention strategy in the United States. Its policy 
recommendations are designed to provide a set of interlocking principles and 
recommendations to help inform the development of an overarching preventative 
strategy that complements the United States’ already robust counterterrorism apparatus. 
Due to space and scope constraints, many of its recommendations require further 
elaboration. While many key ‘gaps’ will be addressed in subsequent policy briefs that 
cover prison interventions, online interventions, strategic communications, and the role 
of public-private partnerships, it is important to recognize that for all the strategic-policy 
issues this paper sought to clarify it has inevitably opened new ones for the field to 
critically debate. This policy paper does not pretend to offer anything particularly new to 
the field of theory and practice but rather a proposal for how lessons learned from many 
years of CVE thinking and practice may be best calibrated to fill the prevention void in the 
United States. 


There are no ‘silver bullet’ answers to the issue of how best to prevent terrorism in 
democracies and the United States is no different. Ultimately, the strategic-policy answers 
to one of the most challenging national security questions of the 21st century will require 
an often-messy balancing act of strategic-policy components, government and non- 
government activities, the protection of democratic freedoms and rights, and national 
security responsibilities all of which will inevitably need to evolve over time. These 
realities need to be embraced as the inevitable and perpetual challenge of developing 
sound and sustainable national security and public policy while remaining committed to 
and nurturing the democratic system and its promises. Indeed, it is the protection of the 
latter that will prove most important for delegitimizing calls for political violence from 
within the homeland. 
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